
Thought For the Day

Passwords are like Pants

• Change Them Often (or 
not as the case may be)

• Don’t Leave Them Lying 
Around

• Don’t Share Them
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General Data Protection Regulation -

Agenda

Introductions

• Informal

• Interactive

• Value

Housekeeping

• Fire Exits

• Tea/Coffee

• Lunch

Overview

• Differences to now

• Who/What does the GDPR apply to?

• Principles

• Key areas to consider

• Rights of individual

• A & G

• Practical steps to take
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Overview



General Data Protection Regulation

What is the GDPR? 

On 25th May 2018 The General Data Protection Regulation comes into effect and 

the 28 countries of the EU will be affected

• Part Evolution, Part Revolution

• Updated to take into account 
technology changes in the last 20 
years

• Now €20M, or 4% of gross global 
turnover. Previous Maximum 
fine in UK = £500,000.

• It is the law

• It needs board-level attention and 

guidance 

• Brexit will not affect its 

implementation



Implement
Data Protection-by-Design

(Privacy “baked-in”)

Privacy
Risk

Conduct Data Protection
Impact Assessments on

new processing activities

Maintain appropriate
data security

Collect personal data lawfully 
and fairly, and where 

relevant, get appropriate 
consent and provide 

notification of personal data 
processing activities

Get a parent’s 
consent to collect 
data for children 

under 16

Keep records of all 
processing of 

personal
information Provide appropriate data 

protection training to 
personnel having 

permanent or regular 
access to personal data 

Institute safeguards 
for cross-border data 

transfers

Consult with 
regulators before 
certain processing 

activities

Take responsibility for 
the security and 

processing activities of 
third-party vendors

Appoint a Data 
Protection Officer
(if you regularly 

process lots of data, 
or particularly 
sensitive data)

Notify data protection 
agencies and affected 

individuals of data breaches
in certain circumstances

What organizations have to do

Withdraw 
consent for 
processing

Request a copy
of all of their 

data & request 
corrections if 

wrong

Request the ability to move their 
data to a different organization

Request that 
their information 
is deleted when 

there’s no 
purpose to 

retain it

What individuals can do

Object to automated 
decision-making 

processes, including 
profiling

What regulators can do

Be able to 
demonstrate 

compliance on 
demand

Ask for records of 
processing activities 
and proof of steps 
taken to comply 
with the GDPR

Impose temporary 
data processing bans, 
require data breach 

notification, or order 
erasure of personal 

data

High level view of the GDPR

Suspend cross-border 
data flows

Enforce penalties of up to €20 million 
or 4% of annual revenues for non-

compliance * Courtesy of Tim 
Clements and the 

IAPP



General Data Protection Regulation

Quiz Time

What is personal data?

• Personal data is any information that relates to an identified or 
identifiable living individual. Different pieces of information, which 
collected together can lead to the identification of a particular 
person, also constitute personal data.



General Data Protection Regulation

Quiz Time

What is a personal data breach

• A personal data breach means a breach of security leading to the 
destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data. 

This means that a breach is more than just losing personal data



General Data Protection Regulation

Quiz Time

What constitutes data processing?

• Processing covers the collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, 
erasure or destruction of personal data.



Information

✓ Processed lawfully, fairly and in 

a transparent manner

✓ Collected for specified, explicit 

and legitimate purposes 

✓ Adequate, relevant and limited 

to what is necessary

Data Protect Law

General Data Protection Regulation

Principles (Article 5)

Process

✓ Accurate and kept up to date

✓ Kept for no longer than is

necessary

✓ Processed in a manner that 

ensures appropriate security 

through technical or 

organisational measures
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Health and Safety and The GDPR 



General Data Protection Regulation

Number of fatal injuries to employees
(RIDDOR and earlier reporting legislation, Great Britain

Health and Safety and The GDPR 



Information

✓The GDPR applies to ‘controllers’ and ‘processors’. The

definitions are broadly the same as under the DPA

✓If you are a processor, the GDPR places specific legal

obligations on you

01

Control

02

Process

03

Legal

04

Activity

General Data Protection Regulation

Who does The GDPR apply to?



General Data Protection Regulation

Definition of a Controller

Art.4(7)

"Controller" means the natural or legal person, public authority, agency or 
any other body which alone or jointly with others determines the 
purposes and means of the processing of personal data; where the 
purposes and means of processing are determined by EU or Member State 
laws, the controller (or the criteria for nominating the controller) may be 
designated by those laws.



General Data Protection Regulation

Definition of a Processor

Art.4(8)

"Processor" means a natural or legal person, public authority, agency or 
any other body which processes personal data on behalf of the controller.



General Data Protection Regulation

Myth Busters

The Fines
GDPR will kill 
my business

It only 
concerns 
Europe

I have to 
obtain consent 

to process

Brexit will kill 
GDPR

I have to 
appoint a DPO

GDPR is like 
Y2K



DPA affects all 

organisations who 

store, use, process 

personally 

identifiable info

Obligations include:

• Fairly & lawfully

• Accurate 

• Up-to-date

• Right to be forgotten

Adopt “appropriate 

technical & 

organisational  

measures” to keep 

data safe

International transfer 

allowed where:

• Consent 

• Adequate 

protection

• Privacy Shield

• Other?
Failure to comply = 

criminal offence + 

fine up to £500k. 

Look familiar?

Respond to 

subject access 

request in 40 days



Data protection by 

design & default

Consent 

tightened

Appoint DPO?

International transfers 

tightened
Massive new fines: 

up to 4% global 

turnover or €20m

Changes under GDPR

Mandatory breach 

notification

UK still adequate 

after Brexit?

Large range of 

enforcement 

powers

Right to erasure / 

rectification

Data portability



General Data Protection Regulation

Main differences to now?

You can be fined €20m 

or 4% of last years 

gross annual turnover, 

whichever is the 

greater

To put that into 

perspective the recent 

data breach at Tesco 

Bank could have made 

them liable for a £1.9 

Billion fine

The big difference



Investigative powers

• Provide any info it requires 

• Data protection audits

• Review certifications issued 

• To notify controller or 

processor of an alleged 

infringement 

• Obtain access to all personal 

data 

• Obtain access to any 

premises including any data 

processing equipment

Those powers in more detail

Corrective powers

• Issue warnings 

• Issue reprimands 

• Order to comply with the data 

subject's requests to exercise 

rights

• Order to process compliantly

• Order to communicate a 

breach 

• Ban processing

• Order rectification or erasure 

• Withdraw certification 

• Impose fine 

• Suspension of data flows



General Data Protection Regulation

The Landscape GDPR Is Entering Into 

• 96% of companies still do not fully understand the EU GDPR                                               
Study by Symantec’s State of Privacy Report (Oct 2016)

• Data breaches hit all-time record high in 2016 with an increase of 40% over 2015

• The Last Information Commissioners Office survey found that 75% of adults don’t trust 
businesses with their personal data 

• At least 28,000 DPOs (Data Protection Officers) needed to meet GDPR requirements              
(The Privacy Advisor 2016)

http://www.symantec.com/content/en/us/about/presskits/b-state-of-privacy-report-2015.pdf


Take a break
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Awareness



Breaches are bad, breaches are BIG !!!

Equifax Breach



General Data Protection Regulation

What Does Getting It Wrong Mean

FINES

BRAND

LEGAL
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Breach Notifications



General Data Protection Regulation

Breach Notifications







This is a REALLY bad strategy



✓ When does the GDPR come into enforcement?

✓ What are the penalties that can be incurred?

✓ Who needs to be aware in your organisation?

✓ What does it apply to?

✓ How long do you have to inform the regulators in the event 

of a breach?

✓ Are processors liable?

General Data Protection Regulation

Quiz



General Data Protection Regulation

Let’s Discuss



General Data Protection Regulation

It’s Not Only a Big Business Issue !



General Data Protection Regulation

Does It Affect Your Business and Who ?

• Anyone that collects / records / uses personal data of employees, customers or people

• Directors have liabilities – GDPR  is a Law

• IT has responsibility for the technology used to secure data

• HR should be ensuring employees are informed and regulated on their responsibilities

• Marketing needs to think about the data it buys, collects, uses, markets to

• Sales – Have a CRM system ?  This alone puts you into having to fully comply with GDPR

• Finance – Do you store any financial data relating and recorded to individuals?

• Employees are all data leak risks and need to be informed and educated on their responsibilities 



General Data Protection Regulation

Considerations for Marketing Departments 

• Consent Considerations

• Verify data you hold in likes of Hubspot, Marketo, Eloquo, Mailchimp…

• Managing Opt in / Initial Opt in / Re-checking Opt in & Opt out

• Maintaining accuracy of data 

• Old Data ?  

• Web Cookies



General Data Protection Regulation

The Supply Chain

• Your may become GDPR compliant, but are your suppliers?  

• Breach notification requirements put a greater emphasis on supply chain data security

• Failure to  regularly audit your supply chain could have severe consequences

• Tenders will demand clarity around GDPR compliance (ITT, RFP’s, etc)

• Cloud supply chains need relevant questioning to ensure (commitment to) compliance 
statements are gathered



General Data Protection Regulation

Individual’s Rights



General Data Protection Regulation

What information does the GDPR apply to? - Personal Data

Like the DPA, the GDPR applies to ‘personal data’. However, the

GDPR’s definition is more detailed and makes it clear that

information such as an online identifier – e.g. an IP address – can

be personal data.

For most organisations keeping HR records, customer lists, or

contact details etc, changes to the definition should make little

practical difference. You can assume that if you hold information

that falls within the scope of the DPA, it will also fall within the

scope of the GDPR



General Data Protection Regulation

What information does the GDPR apply to? - Sensitive Data

The GDPR refers to sensitive personal data as “special categories 

of personal data” (see Article 9). These categories are broadly the 

same as those in the DPA, but there are some minor changes.

For example, the special categories specifically include genetic and 

biometric data, where processed to uniquely identify an individual.



Lawful Processing

• For processing to be lawful under the GDPR, you need to

identify a legal basis before you can process personal data.

These are often referred to as the “conditions for

processing” under the DPA.

• It is important that you determine your legal basis for

processing personal data and document this.

• This becomes more of an issue under the GDPR because

your legal basis for processing has an effect on individuals’

rights.

Key Areas to
Consider



Lawful Processing

• Consent of the data subject 

• Processing is necessary for the performance of a 

contract with the data subject or to take steps to enter 

into a contract 

• Processing is necessary for compliance with a legal 

obligation 

• Processing is necessary to protect the vital interests 

of a data subject or another person 

• Processing is necessary for the performance of a task 

carried out in the public interest or in the exercise of 

official authority vested in the controller 

• Necessary for the purposes of legitimate interests 

pursued by the controller or a third party, except where 

such interests are overridden by the interests, rights or 

freedoms of the data subject.



General Data Protection Regulation

Scenario 1 – Discuss?

The Acme Patient Network (APN) is a not-for-profit association supporting patients who have been 
diagnosed as HIV positive. 

APN’s website states that it offers “advice and support on all issues around living well with HIV, such as 
physical health and wellbeing without fear of stigma” 

In February 2014, a Patient Representative sent an email to between 60 and 200 HIV-positive service 
users on APN’s distribution list in the To field instead of BCC. 

The Patient Representative agreed to be more careful when sending future emails. However, there was 
no formal guidance or training to remind the Patient Representative to double-check that the group 
email addresses were entered into the correct field. 

On 6 May 2014, the same Patient Representative sent an email to 200 service users on APN’s 
distribution list. The group email addresses were again entered into the “To” field in error.



Lunch
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Accountability and Governance

The GDPR includes 

provisions that promote 

accountability and 

governance. These 

complement the GDPR’s 

transparency requirements 

Ultimately, these measures 

should minimise the risk of 

breaches and uphold the 

protection of personal data

You are expected to put 

into place 

comprehensive but 

proportionate 

governance measures 

and good practices



General Data Protection Regulation

Accountability and Governance

The new accountability principle in Article 5(2) requires you to 
demonstrate that you comply with the principles and states explicitly 
that this is your responsibility.

You must:

• Implement appropriate technical and organisational measures that 
ensure and demonstrate that you comply

• Maintain relevant documentation on processing activities

• Where appropriate, appoint a data protection officer

What is the 
accountability 

principle?



General Data Protection Regulation

Examples of Accountability and Governance

Implement measures that meet 
the principles of data protection 
by design and data protection by 
default. Measures could include: 

• Data minimisation

• Pseudonymisation

• Transparency

• Allowing individuals to monitor 
processing

• Creating and improving security 
features on an ongoing basis

Use Data Protection/Privacy 
Impact Assessments where 

appropriate

Privacy impact assessments (PIAs) are 
a tool that you can use to identify and 

reduce the privacy risks of your 
projects. A PIA can reduce the risks of 

harm to individuals through the misuse 
of their personal information. It can 

also help you to design more efficient 
and effective processes for handling 

personal data.



General Data Protection Regulation

Records of processing activities (documentation)

What do I need to record?

You must record the following information:

Name and details 
of your 

organisation, 
Controllers and 

DPO

Purposes of the 
processing

Description of the 
categories of 

individuals and 
categories of 
personal data

Categories of 
recipients of 

personal data

Details of transfers 
to third countries 

including 
documentation of 

the transfer 
mechanisms

Retention 
schedules

Description of 
technical and 
organisational 

security measures



General Data Protection Regulation

Data protection by design and by default

Under the GDPR, you have a 
general obligation to implement 

technical and organisational 
measures to show that you have 
considered and integrated data 
protection into your processing 

activities

Under the DPA, privacy by design has 
always been an implicit requirement of 
the principles - eg relevance and non-

excessiveness - that the ICO has 
consistently championed. The ICO has 

published guidance in this area



General Data Protection Regulation

When to appoint a data protection officer?



Information

Under the GDPR, you must appoint a data protection officer (DPO) if you:

✓ Are a public authority (except for courts acting in their judicial

capacity)

✓ Carry out large scale monitoring of individuals (for example, online

behaviour tracking)

✓ Carry out large scale processing of special categories of data or data

relating to criminal convictions and offences

✓ You may appoint a single data protection officer to act for a group of

companies

Track Crime Account

General Data Protection Regulation

When to appoint a data protection officer?

Staff



General Data Protection Regulation

Exercise/Quiz

What is data protection by 

design and default?

What is the 

accountability 

principle?

What is 

Pseudonymisation?
What is a data protection 

impact assessment?

Who must appoint 

a DPO?





General Data Protection Regulation

Some Actions For You and Your Customers To Take Now –

Organisational
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Some Actions For You and Your Customers To Take Now –

Organisational

• GDPR Training – CBT, Webinars, Face to Face

• Do a gap analysis

• Build a GDPR plan and execute against it?



General Data Protection Regulation

Some Actions For You and Your Customers To Take Now –

Organisational

• Implement (or modify) policies and procedures to comply with the GDPR

• Form a cross business GDPR Team and give 1 person 

responsibility for leading

• Know the 5W’s & 1H (DPIA’s)



General Data Protection Regulation

Some Actions For You and Your Customers To Take Now –

Organisational

• Build a GDPR culture within the organisation

• Get rid of data that is no longer used (Securely)

• Know where the data is and why it is being processed

(Lawful Processing)



General Data Protection Regulation

Some Actions For You and Your Customers To Take Now –

Organisational

• Continue GDPR education through webinars and seminars like today’s

• Classify data where possible

• Use compliance for Marketing & PR purposes
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Some Actions For You and Your Customers To Take Now -

Technical
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Some Actions For You and Your Customers To Take Now -

Technical



General Data Protection Regulation

Sweat Those Assets
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Some Actions For You and Your Customers To Take Now –

Technical

• Shadow IT & It’s Implications 
• Skype

• Evernote etc

• Dropbox

• Mobile Devices & Data Synching

• Data Destruction  
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Some Actions For You and Your Customers To Take Now -

Technical

• Encrypt personal data

• Ensure FW’s, SWG’s etc are properly configured

• Ensure a good level of visibility on network (Reporting is Key)



General Data Protection Regulation

Some Actions For You and Your Customers To Take Now -

Technical

• Effective Anti- Malware technologies should be put in place

• Regularly update and patch systems

• Assess, evaluate and health check system security on a 

regular basis



General Data Protection Regulation

Some Actions For You and Your Customers To Take Now -

Technical

• Strong identity and access controls

• Ensure you have disaster recovery and back up systems

in place

• Ensure data in the cloud is secured and get statements of compliance



Summary

So what next? GDPR is a Journey

• Awareness/Foundation Training

• Gap Analysis/Health Check

• Build a Plan (Measurable Risk Reduction)

• Sweat Technical Solutions

• Processes, Policies and Procedures

It may seem like you will never get to 
your destination, but that does not mean 

you should not try!



Jim Sneddon
Founder - Assuredata 

CISSP & GDPR Certified Practitioner

Twitter - @assuredata_eu

www.assuredata.eu

Thank You

http://www.assuredata.eu/

