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CAVEAT 

This document is intended to be a template, and is open to review, re-draft and 

modification based on the operational, regulatory and internal policies of your 

organisation. 

 

Where relevant, we recommend that you seek legal review of your final draft before 

implementing any policy document designed around this template. 
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ABOUT ASSUREDATA 

 

Assuredata was born out of the need for organisations to secure their data more 

effectively and to become GDPR compliant. We offer a one stop shop for consultancy, 

training, business analysis, remediation advice, legal advice and cyber liability insurance. 
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INTRODUCTION 

[NAME OF ORGANISATION] is aware of its obligations as a data controller, with primary 

responsibility for, and a duty of care towards the personal data within its control. 

 

The purpose of this document is to provide a concise procedure to be followed in the 

event that [NAME OF ORGANISATION] becomes aware of a loss of personal data.  
 

RATIONALE 

The response to any breach of personal data (as defined by the legislation) can have a 

serious impact on [NAME OF ORGANISATION]’s standing within the national and 

international community.  

 

The consequential impact of a data breach on a commercial brand can often be 

immeasurable. Therefore, exceptional care must be taken when responding to data 

breach incidents.  

 

As such, not all data protection incidents result in data breaches, and not all data 

breaches require notification. This guide is therefore designed to assist staff in developing 

an appropriate response to a data breach, based on the specific characteristics of the 

incident.  
 

SCOPE 

This policy document covers both personal data and sensitive personal data held by 

[NAME OF ORGANISATION]. The policy applies equally to personal data held in manual 

and automated form.  

 

All personal data and sensitive personal data will be treated with equal care by [NAME OF 

ORGANISATION]. Both categories will be equally referred-to as personal data within this 

policy, unless specifically stated otherwise. 

 

This policy should be read in conjunction with the associated Data Protection Policy, 

Subject Access Request Procedure, the Data Retention and Destruction Policy and the 

Data Retention Schedule. 
 

WHAT CONSTITUTES A BREACH? 

A breach is a loss of control, compromise, unauthorised disclosure, unauthorised 

acquisition, unauthorised access, or any similar term referring to situations where persons 

other than authorised users, for an authorised purpose, have access or potential access to 

personal data in usable form, whether manual or automated.  

 



 
 

This could mean: 

• Loss of a laptop, memory stick or mobile device that contains personal data; 

• Lack of a secure password on PCs and applications; 

• Emailing a list of employee-related information to someone in error; 

• Giving a system login to an unauthorised person; 

• Failure of a door lock or some other weakness in physical security which compromises 

personal data. 
 

WHAT HAPPENS IF A BREACH OCCURS? 

Actual, suspected, or potential breaches should be reported immediately to [NAME OF 

ORGANISATION]’s Data Protection Officer (DPO) or IT Administrator (ITA). 

 

Any staff member who becomes aware of a likely data breach and fails to notify the DPO 

or ITA will be subject to [NAME OF ORGANISATION]’s disciplinary procedure.  

 

A team comprising of the DPO, ITA and other relevant staff members will be established to 

assess the breach and determine its severity. Depending on the scale and sensitivity of 

data lost and the number of data subjects impacted, the Office of the Data Protection 

Commissioner and relevant regulatory bodies will be informed as quickly as possible 

following detection, but in any event an initial report will be made within 24 hours of first 

becoming aware of the breach.  

 

In certain circumstances [NAME OF ORGANISATION] may (e.g. if required by the Office of 

the Data Protection Commissioner), inform the data subjects of the loss of their data and 

provide them with an assessment of the risk to their privacy. [NAME OF ORGANISATION] will 

make recommendations to the data subjects which may minimise the risks to them. [NAME 

OF ORGANISATION] will then implement changes to procedures, technologies or 

applications to prevent a recurrence of the breach. 

 

In appropriate cases, following a data breach [NAME OF ORGANISATION] may notify 

organisations that may be required for, and are capable of, assisting in the protection of 

data subjects' personal data; for example, An Garda Síochána, the HSE, relevant financial 

institutions etc. 

 
       
 

WHEN WILL THE OFFICE OF DATA PROTECTION COMMMISIONER BE 

INFORMED? 

All incidents in which personal data has been put at risk will be reported to the Office of 

the Data Protection Commissioner. The only exceptions to this policy are when the data 

subjects have already been informed, where the loss affects fewer than 100 data subjects, 



 
 

where the device on which the data was stored was fully encrypted, and where the loss 

involves only non-sensitive, non-financial personal data.   

 

Where devices or equipment containing personal or sensitive personal data are lost or 

stolen, the Data Protection Commissioner is notified only where the data on such devices 

is not encrypted. 

 

Should the Office of the Data Protection Commissioner request [NAME OF ORGANISATION] 

to provide a detailed written report of the incident, the Commissioner will specify a 

timeframe for the delivery of the report which will be appropriate to the nature of the data 

breach and the quantity of information that is required. 

 

Depending on the size and seriousness of a data breach, the Office of the Data 

Protection Commissioner may conduct an investigation into the circumstances 

surrounding the breach. Investigations may include an on-site examination of systems and 

procedures and could lead to a recommendation to inform data subjects about a 

security breach incident if [NAME OF ORGANISATION] has not already done so. Where 

necessary, the Office of the Data Protection Commissioner may use its enforcement 

powers to demand appropriate action from [NAME OF ORGANISATION] in order to protect 

the interests and rights of data subjects. 
 

DATA LOSS INCIDENT LOGGING 

All data breaches will be recorded in an incident log as required by the Office of the Data 

Protection Commissioner. The log will maintain a summary record of each incident which 

has given rise to a risk of unauthorised disclosure, loss, destruction or alteration of personal 

data. The record will include a brief description of the nature of the incident and an 

explanation of why the Office of the Data Protection Commissioner was not informed. 

Such records will be provided to the Office of the Data Protection Commissioner upon 

request. 
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