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CAVEAT 

This document is intended to be a template, and is open to review, re-draft and 

modification based on the operational, regulatory and internal policies of your 

organisation. 

 

Where relevant, we recommend that you seek legal review of your final draft before 

implementing any policy document designed around this template. 
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ABOUT ASSUREDATA 

 

Assuredata was born out of the need for organisations to secure their data more 

effectively and to become GDPR compliant. We offer a one stop shop for consultancy, 

training, business analysis, remediation advice, legal advice and cyber liability insurance. 
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This is a process specifically designed to identify and address all Data Protection risks within 

a new or existing project. 

It is an iterative process which maps the lifecycle of personal data to determine: 

• The provenance of the data; 

• What processing is done on the data; 

• Where the data is sent and to whom; 

• When is the data deleted or anonymised. 

 

This process typically involves several key stakeholders within an organisation and is 

overseen by an internal sponsor who is either the current Data Protection Officer or is 

intended to take up this role in the medium term.  

A Privacy Impact Assessment engagement can vary depending on the customer and the 

complexity of processing. 
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THE STEPS 

Step 1: 

Stakeholders, 

Systems and Entities 

Step 2: Identify 

Processes 

Step 3: Workflow 

Analysis 

Step 4: Data Protection 

Assessment 

Step 5: Risk Analysis Step 6: 

Implementation 

A complete list of 

stakeholders, 

entities and systems. 

Anyone or anything 

that comes into 

contact with data 

should be 

considered in this 

category. This could 

be a job role, a 

person, a third party 

or a computer 

system. 

A complete list of 

data management 

processes. A process 

is any event that is 

required to 

complete a business 

function. We will only 

focus on processes 

that involve personal 

and sensitive 

personal data 

For processes 

identified in Step 2, 

we workflow each 

relevant process 

into appropriate 

swim lanes. 

 

 

 

These swim lanes 

identify  

What data is 

processed 

What systems have 

visibility of this data 

Where this data 

sent 

 

 

For each process 

identified in Step 3, we 

categorise the 

processing according 

to current and 

upcoming Data 

Protection legislation, 

areas of consideration 

and evaluation of 

potential risk. 

 

 

 

The numbers in the sub 

process above indicate 

Rules 1, 2 and 6 are 

relevant for 

consideration by the 

DPO when assessing this 

particular process. 

A Risk Register is created in parallel 

with Step 4 to measure risk against 

likelihood and severity.  Each risk is 

categorised into 

 

Ref Number 

Risk 

Date Raised 

Likelihood 

Impact 

Score 

Action 

Status 

 

A point in time heat map is 

generated for executive attention 

as to the current risk status. 

 

 

An agreed 

implementation 

plan is formalised 

into the following 

categories 

 

Ref Number 

Problem 

Resolution 

Agreed Action 

Complete 

Old Score 

New Likelihood 

New Impact 

New Score 

 

After each 

implementation run, 

a new point in time 

heat map is 

generated to reflect 

progress and 

identify next steps. 

 



 

 

Resulting from the Privacy Impact Assessment is a finding report which not only identifies 

the high risk areas but provides specific recommendations as to how to remediate each 

risk. In addition, we provide a score card measuring the risks against likelihood and severity 

(see table below).  

This score card can be used as a benchmark to demonstrate progress as and Data 

Protection capability improvement. 

 

Score Likelihood Impact 

1 Never happened and 

unlikely to ever happen 

Low to no DP related impact (brand, operational, 

commercial) 

2 Has happened but very 

rarely 

Minor Impact, easily resolved 

3 Happens from time to 

time 

Significant impact to company brand and could 

trigger a user complaint or ODPC investigation. 

4 Happens frequently but 

not continuously 

May trigger a breach notification process and 

damaging to company brand, could result in 

penalties and likely an investigation 

5 Happening continuously Should trigger a breach notification process and 

severely damaging to company brand. Will trigger 

an investigation from the ODPC and likely fines. 

 

Where possible throughout the report, we will make practical recommendations as to how 

the organisation might improve its overall Data Protection compliance. Throughout the 

report, the term ‘data’ refers to personal or sensitive personal data which, either directly or 

indirectly, refers to or identifies a living individual. Furthermore, we will treat data 

management practices equally, whether they relate to automated or manual data, as 

defined within the legislation.  

Within the Privacy Impact Assessment we provide a Risk Register, which is a living 

document containing specific details on the risk, recommendation, next steps, actions to 

date, and a risk rating itself. This part of the output documentation will become the active 

component which will regularly be updated. 

A sample of the Risk Register is provided below. 

 
 

  



 

RISK REGISTER 

Likelihood/Impact table 

Score Likelihood Impact 

1 Never happened and unlikely to ever happen Low to no DP related impact (brand, operational, commercial) 

2 Has happened but very rarely Minor Impact, easily resolved 

3 Happens from time to time Significant impact to company brand and could trigger a user 

complaint or ODPC investigation. 

4 Happens frequently but not continuously May trigger a breach notification process and damaging to 

company brand, could result in penalties and likely an 

investigation 

5 Happening continuously Should trigger a breach notification process and severely 

damaging to company brand. Will trigger an investigation from 

the ODPC and likely fines. 

Risk Status table 

Status Description 

Raised The risk is documented and scored 

Reviewed The risk is reviewed and a suggestion for implementation is articulated 

Actioned An action has been scheduled to resolve or mitigate the risk 

Resolved The risk is resolved or mitigated 

Register 

Ref   Risk Date Entered Likelihood Impact Score Action Status 

R001 RISK GOES HERE dd/mm/yyyy 5 4 20 Provide fair notice 

by…. 

Raised 

 

 

  



 

 

SCORECARD 

In addition to the Risk Register, we provide a graphical summary of all risks for senior executives, to visualise the scale of 

reputational risk inherent in the reviewed processes. 



 

 

 


