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CAVEAT 

This document is intended to be a template, and is open to review, re-draft and 

modification based on the operational, regulatory and internal policies of your 

organisation. 

 

Where relevant, we recommend that you seek legal review of your final draft before 

implementing any policy document designed around this template. 
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ABOUT ASSUREDATA 

 

Assuredata was born out of the need for organisations to secure their data more 

effectively and to become GDPR compliant. We offer a one stop shop for consultancy, 

training, business analysis, remediation advice, legal advice and cyber liability insurance. 
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1. Introduction 
 

The European Union General Data Protection Regulation (GDPR) has legal status from May 

2018 and expands and clarifies the rights of data subjects and the ways in which 

Organisations that hold and process the personal data of EU citizens must act. As part of 

European law, compliance with the GDPR is not optional and [Organisation Name] is fully 

committed to ensuring that it meets all of its requirements.  

 

Within its one hundred and seventy-three recitals and ninety-nine articles, the GDPR 

contains some significant changes over previous data protection law, which varied 

between the different states of the EU. Included in these changes are mandatory data 

breach notification, fines of up to four percent of global turnover, the appointment of a 

Data Protection Officer and the use of data protection impact assessments. 

 

There is a strong need for [Organisation Name] to communicate these changes, their 

implications, and our approach to addressing them to all interested parties such as 

employees, customers, contractors, shareholders and suppliers so that everyone is aware 

of what is happening with regard to the GDPR. 

 

This document sets out how interested parties both within and outside of [Organisation 

Name] will be communicated with on the subject of the GDPR and the information 

security controls we will be using to support our compliance. It identifies who the interested 

parties are and how an effective communication channel will be established. 

2. Communication Programme 
 

The general approach to ensuring effective engagement and communication with 

respect to the GDPR within [Organisation Name] is as follows: 

 

• Identify the audience/interested parties 

• Define the appropriate communication topics for each interested party 

• Agree the most appropriate methods of engagement and communication 

• Implement the programme 

• Obtain and act on feedback about the success of the communication, via input to 

the continual improvement plan 

 

These steps are considered individually in the following sections. 
 

  



 
 

a. Audience 
 

This communication programme is aimed at interested parties, both internal and external, 

contract and permanent, who have a part to play in the protection of personal data 

within [Organisation Name]. 

 

The interested parties include: 
 

• Shareholders 

• Board of Directors 

• Suppliers 

• Customers 

• Regulatory bodies 

• Customer user groups 

• Employees of the Organisation 

• Contractors providing services to the Organisation 

• National or local government Organisations 

• Trade associations and industry bodies 

• Trade unions 

• General public 

• Investors 

• Distributors 

• Media 

 

[Describe in brief the various interested parties within your Organisation with whom you will 

need to communicate] 
 

b. Communication Topics 
 

The communication programme is intended to communicate the key items of information 

in the following main areas: 

 

• The main requirements of the GDPR and how they relate to our business processing 

of personal data 

  



 
 

• The overall framework used to meet the requirements of the GDPR including the 

vision, policies, plans and objectives that are to be achieved 

• The part that each of the interested parties is expected to play in ensuring 

compliance 

• New and changed processes and procedures that are, or will be, put in place 

• How the information security measures in place relate to meeting the GDPR, both 

now and going forward 

• Any other statutory, regulatory and contractual requirements and constraints within 

which the Organisation must operate with regard to personal data 

• Updates on how plans are progressing towards meeting the defined objectives of 

the GDPR compliance framework 

• Awareness of information security issues and risks and our approach to addressing 

them 

 

The level of detail required in the above areas will vary across the interested parties 

involved. 

c. Communication Methods 
 

There are a number of established communication methods in place within [Organisation 

Name] and these will be used where possible. These include: 

 

[List and describe your existing communication methods e.g. regular team meetings and 

briefings, newsletters, annual events.] 

 

Where appropriate, additional methods will be put in place, on either a temporary or 

permanent basis, to supplement those already available. 

 

A breakdown of the ways in which the necessary information will be communicated to the 

relevant interested parties is shown in Table 1. 

  



 
 

Interested 

Party 

Subject of Communication Method(s) Frequency 

Executive 

Management 

GDPR requirements 

Information security strategy 

High level risk management 

Policy setting 

High level reporting 

Board briefings 

[Information 

Security Manager] 

1-1 with Finance 

Director 

Monthly 

Departmental 

Management 

Information security 

awareness 

Data protection and security 

requirements for new IT 

systems 

Review of risks and issues 

Reviews of security breaches 

IT Steering Group 

Specific agenda 

items at Senior 

Management 

Team Meetings 

IT Change Advisory 

Board 

Quarterly 

IT Users Communication of 

information security policy 

Ad-hoc reminders when 

important events occur e.g. 

breaches 

Warnings and awareness 

Newsletters 

Surveys 

E-Zine articles 

Emails 

 

Quarterly 

IT staff Communication of 

information security policy 

Suggestions for improvement 

Penetration testing 

Briefings 

Project meetings 

Quarterly 

Suppliers Information security policy 

Contractual requirements 

Supplier obligations 

Suggestions for improvement 

Supplier meetings 

Project meetings 

Six-monthly 

Customers Data subject rights and 

request procedures 

Information security policy 

Controls in place 

Described on 

website 

Ongoing 

Other 

interested 

parties 

   

Table 1 - Communication methods 
 

d. Communication Procedures 
 

Procedures will be established for each of the communications methods identified above 

so that they are performed in a managed, repeatable way. 

 

These procedures are referenced here: 

 

[insert list of communication procedures specific to your Organisation] 

 

 



 
 

 

 
 

a. Feedback about Communication 
 

For each interested party, a designated relationship owner will be agreed who is 

responsible for obtaining feedback on the success of communication and managing the 

relationship on an ongoing basis. Relationship owners are shown in the following table. 
 

Interested Party Relationship Owner 

Executive Management Chief Financial Officer 

Departmental Management Information Security Officer 

IT Users Chief Information Officer 

IT staff Chief Information Officer 

Suppliers Chief Operations Officer 

Customers Chief Marketing Officer 

Other interested parties Information Security Officer 
 

Table 2 - Relationship owners 

 

In general, reviews will be held with each interested party at least once per year. They 

may be held more frequently if top management feel it is warranted. 

 

Feedback about the success of communication will be collected, evaluated and, if 

appropriate, incorporated into the programme as soon as possible. 

3. Conclusion 
  

Having effective communication with interested parties is absolutely key to ensuring 

compliance to the GDPR within [Organisation Name]. The communication methods set 

out in this document should help to ensure that everyone involved remains well informed 

about data protection and information security issues and has an opportunity to provide 

feedback both on the channels used and their content. 

 
 

 

 

 

 

CONTACT US TODAY! 

info@assuredata.eu www.assuredata.eu 

@assuredata_eu 

 
 

 

mailto:info@assuredata.eu
http://www.assuredata.eu/

